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F= Consolel nsole Root] (=] ]
w fich View Favorites Window Help | -8 x|
@ Mew Ctrl+
—  open... crl+0 i =
- Save Cirl+s | Actions
Save As... There are no items to show in this view. Console Root -

More Actions »

Add/Remove Snap-in.

Options...

1 C:Ysersh...\DesktopiConsole 1
2 ServerManager

Exit

5 (s S 51) > 5e) o5 503 St | Certificates 4. ;S Add or Remove Snap-ins o <, ;s .Y

Add or Remove Snap-ins x|

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n | Vendor | -~ [| console Roat Edit Extensions. .. |
= ActiveX Control Microsoft Cor...
E Authorizaﬁon Microsoft Cor... Remove |
Certificates Microsoft Cor. ..
¥ Component Services Microsoft Cor... Mave Up |
;é‘ Computer Managem... Microsoft Cor,,, —
=4 Device Manager Microsoft Cor... [Mone Do |
= Disk Management Microsoft and... @
@ Event Viewer Microsoft Cor... —
| Folder Microsoft Cor...
_EJ' Group Policy Object ... Microsoft Cor...
f’fg Internet Information... Micosoft Cor...
.';"Internet Information... Microsoft Cor...
@ IP Security Monitor Microsoft Cor...
B 1p Security Policy Ma... Microsoft Cor. .. LI sen e

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or @ computer,

oK I Cancel
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SUS Next (55, 5 o550 sl |, Computer account « ;S (Certificates snap-in o > 5> .¥

'(Jij Jg_,z ) ("::’l"”d‘
x|
This snap-n will always manage certificates for:
" My user account
™ Service account 1
mputer account
< Back Neot > Cancel |

Al e el bl 55y oy se 4 Local computer « S Select Computer o <y 53 0

3 J5) pmled oo SIS Finish (g5, 01 s 05

elect Computer x|

ect the computer you wart this snap-in to manage.

Jhis snap-n will always manage:

* |ocal computer: fthe computer this console is running on)

" Another computer: I Browse. . |

[T Allow the selected computer to be changed when launching from the command line. This
onty applies if you save the console.

<Back [ (Frish) |  cancel |
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(s I los SIS OK (55, Add or Remove Snap-ins o = ;> ¢

Add or Remove Snap-ins |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n | Vendor | - [ console Root Edit Extensions... |
=" ActiveX Control Microsoft Cor... @ Certificates (Local Computer)
Auﬂﬂorization Manager Microsoft Cor... Remoye |
I:TT}I Certificates Microsoft Cor...
2 Component Services Microsoft Cor... Maye p |
;é‘ Computer Managem... Microsoft Cor,., —
ﬁDevice Manager Microsoft Cor... Mowe Dawn |
= Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
_EJ' Group Policy Object ... Microsoft Cor...
?fg Internet Information... Microsoft Cor...
.';"Internet Information... Micresoft Cor...
@ IP Security Monitar Microsoft Cor...
3, 1P Securitv Policy Ma... Microsoft Cor... LI TR

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

cancel |

(s JS9) pmles o SIS L o Certificates (Local Computer) (55 ke s 50 03 Y

File Action View Favorites Window Help | -|ﬁ'|£|
*=|m=]
| Console Root Name |

il Certificates {Local Com Certificates (Local Compute@ h

Mare Actions b
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SUY al>e) All Tasks a8 o3 sai sl ; SIS Personal (¢, [Logical Store Name  isw 55 A

Logical Store Mame
Find Certificates
= s

All Tasks

Find Certificates...

Inte ™ ——r>
= Mew Window from Here

| Trus

“lUntr Refresh

_| Thir: Advanced Operations 2
o= Help

| Trus |

| Remote Desktop

“| Certificate Enrollment Requests
| Smart Card Trusted Roots

| Trusted Devices
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(23 JK9) emles o SIS Next s 5, Certificate Import Wizard o 2, 55 A

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

1
)y i This wizard helps you copy certificates, certificate trust
= %_', lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next,

= Bach I Mext = EI Cancel
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SIS NeXt (555 a5 03503 bl | PEX o 3 L 8l L Browse s, SIS L e
o

Certificate Import Wizard x|

File to Import
Spedfy the file you want to impaort,

File name:

1 Browse... p

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.FFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)
Microsoft Serialized Certificate Store (.55T)

Learn mare about certificate file formats

< Back Mext = Cancel
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JSS 1Y a> ) esls 3 Personal Information Exchange (*.pfx;*.p12) & S kb s p )Y

Open A"“SJLS))j(J'.’.JJK":).‘Y 4.1?-]&) cbfw' ubﬁ;‘dTeﬁJW)b \)pr Jﬂbw‘(ﬁj

= Open Al
Q'l\_)v E = Computer ~ Local Disk (C:) - - m I Search Local Disk (C:) F= e
Organize *  Mew folder == ~ [ I@ E
Hore A
4 Downloads ;I Mame = | Date modified | Type ore
=l Recent Places
J inetpub 9/17/2012 10:56 AM  File folder
= Libraries . PerfLogs 7142009 7:50 AM File folder
3 Documents . Program Files 9/17/2012 10:56 AM  File folder
J’ Music . Program Files (x88) 9/17/2012 10:56 AM  File folder
=] Pictures | Users 9/17/2012 10:57 AM File folder
B videos | Windaws 11/7/2012 10:59 AM  File folder
= mydomain. 11/7/2012 9:30 AM Personal Infi
18 Computer E‘ ¥ 171
?ﬁ Metwark
4l | 2,
File name: Imydomain | |x.509 Certificate (*.cer".crt) _ v!ﬁ
X509 Certificate (*.cer™.crt)
Personal Information Exchange (*.pfe®.
Certificate Trust List (*.5tl)
Certificate Revocation List (*.crl)
| _’I 1 | Microsoft Senalized Certificate Store (*.sst)
PKCS £#7 Certificates (*.spg™.pihb)
All Files (*.%)
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Certificate Import Wizard x|

File to Import
Spedfy the file you want to impart.

File name:

C:\mydomain. pfx Browse... I

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7E)

Microsoft Serialized Certificate Store (,55T)

Learn mare about certificate file formats

< Back |I: Mext = 1 Cancel |
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oS gl olxsl |y “Mark this key as exportable..” 438 Wilg o Ll &0

IS SIY e e) il sdd Ol 5 5 iy &y 50 4 “Include all extended properties”
(s JSCE 51Tl 50) sled oo SIS NEXE (55, O ot 05 (3

L s 5w 4 pfX b Jlsl sl 0 “Mark this key as exportable...” a8 Clbsl b axsS

Combom J5 4 6S Gope 53 amled gl 1 pIX LB ol e OF 51 bty 4l a8

LoD aeSs bl 1y 4y 8 cpl il sl BB 5w G55 3l o smas IS el ozl

(55

Certificate Import Wizard x|

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

E prompted every Hme the
o = Ehis option.

™| Emable strong privateges
private ke is Uspeiy Sn em——

¥ Mark this key as exportable. This will allow you to badk up or transport your
2 keys at a later time,

v Indude all extended properties.

Learn more about protecting private keys
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Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

+ Automatically select the certificate store based on the type of certificate
" Place all certificates in the following store

Certificate store:

Personal Erawse., . |

Learn mare about certificate stores

= Back Cancel |

© Copyright Amnafzar Co. Al e S Il el CS 8w Glate Il G sme 5 ol B 4dS



\A Microsoft 1S 7 133lp 5 55 (S5 21 Al 31 aslizul gleal,
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Certificate Import Wizard ]

:' The impart was successful,

[(©9 ]

Culwog o ual‘,f greas Y-0
G et amads sy Colucs 4y ol s Sl 5 Rl Gy S5 Al s 5l

S « Administrative Tools s 53 Start S5 SEER

(s I rled o SIS Internet Information Services (11S) Manager

| . Remote Desktop Services 3
g Component Services
;*-' Computer Management
E Data Sources (ODBC)

g Event Viewer
g Internet Infarmation Services (I15) 640 Marater

wﬂ@-temet Information Services (I11S) Manag@
& i5CSI Initiator
S5 Local Security Policy

~

Internet Information Services (IIS)
Manager

P y
Le Internet Explorer

v
e N
s )
[}

-‘1 Mo : , L= @ Performance Monitor
~v _1:_-' Security Configuration Wizard
—— Documents =L Server Manager
Command Prompt $ =5
m Services
Computer ‘52| Share and Storage Management
Storage orer
Metwork = age Expl
System Configuration
e (1) Task Scheduler

g Windows Firewall with Advanced Security

Devices and Printers |2 Windows Memory Diagnostic

E Windows PowerShell Modules
4 @ Windows Server Backup

Administrative Tools

Help and Support

» All Programs
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S 53 .G K551 ds 0) Mu&&gsjusjy”ﬂ el <3, Connections s s 5> .Y

(s S8 51T d> 50) led o0 s Bindings

™E Internet Information Services (IIS) Manager =13l x|

@@ [0 » WIN-JBVDDKCECQ? » Sites » www.mydomain.com b ](h < e -

File  View Help

p www.mydomain.com Home
ﬂ,- HlJ l& 1 2 Explore
Qj Start Page / —J Edit Permissions. ..
=-€3 WIN-JBVDDKCBCO7 (WIN-JBVDDKCECQ = - [l - show Al | Group by: s
|5} Application Pools 2 ASP.HET -l Edit Site
i @, Bindings...
- S, . .
::i \\,2 0 r\— B Basic Settings. ..
N NET NET Error NET NET Profile View Applications
Authorizati... Compilation Pages Globalization View Virtual Directories
I Y q ﬁl " =l Manage Web Site (€2
© =l = — =] . Restart
.MET Roles .NET Trust .NET Users Application Connection
Levels Settings Strings P Start
— N B stop
0 EEE————,
| (B = Browse Web Site
Machine Key P;ge:rai'ld Providers  Session State  SMTP E-mail Browse *:30 (htip)
ontrols —
Browse *:443 (https)
s Advanced Settings...
- = Configure
r}?é &ﬁ) ::% E @ b Falled Request Tradng. ..
ASP Authentication Authorization CGl Compression Limits...
Rules
Add FTP Publishing...
Y _ I!$
° B o ©
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A This website does not supply identity information.

Your connection to this site is only partially encrypted, and does not prevent eavesdropping.

More Information...

35,8 b 5 IS dSle by wasis ol s iIntenet Explorer 8,5, o

Only secure content is displayed.  What's the risk? Show all content
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This is probably not the site you are looking for!
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s . . - Z
aesls Gloles 55 ely Firefox S,9,5 @
w This Connection is Untrusted
A You have asked Firefox to connect securely mydomain.com but we can't confirm that your connection
is secure.
Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.
What Should I Do?
If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,
[ Get me out of here! l
Technical Details
parssignca.ir uses an invalid security certificate.
The certificate is only valid for'www.mydomain.com
(Error code: ssl_error_bad_cert_domain)
I Understand the Risks
B . . Z
Dgdesls Sioled 5 el cInternet Explorer 5,5, o
a'_'kﬁ' http5:-’r-’r'"”}‘dU,'"”ai”-CU‘'”ﬂ-fr P~-CX H (& Certificate Error. Navigation... ‘ ‘

a) There is a Problem with this website's security certificate.
N

The security certificate presented by this website was issued for a different website's address, | -===m T ——2

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to dose this webpage.

"gij' Continue to this website (not recommended).

® More information

@ e 45 gl Lo led seld 4l 385 ke 1 Cola U,UJAS@M\ RARCELICEPRRE

1l eMoJJJT.,U}.iL;a &UG}U?“’:

https://mydomain.com . sl Ll asb s sl www.mydomain.com i, a8 31 e

ol @20 Sl s e e G55 gl amio b cdoled 5505 S50 53 L (WWW 05y o)

UMJJT ‘3)7'-‘)‘5]@! &:)LQ.:.E-.\:JJ 4.{.%‘}7.@.:‘}9-0“)[.1.}).& J)‘j L;‘.‘.';J JA)QTWJ:"LQ‘J&
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! Subdomain
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PEM oo b 4 0F Jiobd 5 AdS J0 039 PEM Ly pogw V-A

Choose default program ... Open with « ;5 5 pled o SISl LU s ke 5o Jbs
<3l |, WordPad 1531 6 5 el sl amio ) Other Programs e 5o 5 o35 bl |

5 gk BEGIN RSA PRIVATE KEY-———— wlie Sole b LB oS 55w 55 (el e

PEM —w b 55 als Lb il oas o) ParsKey Utility Jle s L CSR &8 S50 5o S
Al o
OF s @l 1y 23 Jolie AL (W3l DER o s Slie) il PEM G b 40 o gt LIS S

N PEM . 5 . DER 5 3l

03 35 ax-| o WWW.PArSSIgNCALIr w3l 4 cplo b Sos xSl a8 Ssdo S 0 Coluas 4 )

Vﬂu‘ufng"wéﬁ)ﬁ”f“ C».SLL)J g_,.LLw )jl.v\bu:w)\ bopenSSL)bﬁ\‘:fj
)\IQ\vJJMMJJbln 6J)25f|>4.:¢v.m§b ab;wbopenSSL ))Mj@d‘éw;‘ Y

AL s S8 ke lo iy sl opl slrl bl o |21 |5 Opensslexe oL+ OpenSSL

.Jéﬁ&
#  C:\OpenSSL-Win64\bin\openssl.exe lﬂ%
OpenSSL>

MLQ-’&A .})\) ‘)ﬁ.})}:""b gdj.% bﬁ@:jbopenSSL> Q)L:.P&jﬂ‘j) AN
rsa —inform der -in key.der -outform pem -out key.pem

openssl rsa —-inform der —-in key.der -outform pem -out key.pem
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g Al 25 Do 5 33,5 0D s (pen 3 55 key.pem

rsa —-inform der —-in d:\keys\key.der -outform pem -out
d:\keys\key.pem

AL ansls Sl 5 Thome/keys e s S de s LB =S o 2 S s Sl eslial L 2

el 0l L 3 oses (i S ol e
openssl rsa —inform der —-in /home/keys/key.der -outform pem -out

/home/keys/key.pem

PEM o p & 0F s 5 A8 b6 cup 053 PEM ) po6  Y-A
I, Choose default program ... Open with 4,55 bl o0 SISy kb oy Guks
el e Sl WordPad S5le e alls o ety Sl Other Programs s ;5 5 63 S bl
R P BEGIN CERTIFICATE-——— ole L LB &S Sl

A3k s PEM ¢ 5 51 L o b Bl sl it~ END CERTIFICATE-————
Jts PEM o3 b a8 LU G 5 Sose 4 1 O cils pem bbb s b S

0 PRy 33 et (03 g gﬁwJSuL.b Jeﬂ}f Jﬁu S O ol ¢l ML“J")L’ ‘)}E.;J)}a Jilé fal )
("Til'w@ &,LSOpen S S e..LithUb

() JS8 16l eled oo SIS Copy to Files waSs (55, Details S o 3 eddjbo ey ys LY
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Certification Path
Show: [«:AJI:» -
Field Value i
D'u'ersjcn V3
DSerial number 22
DSignature algarithim shalR5A
DSignature hash algorithm shal
Ellssuer root_self_signed_test, pki, am...
D'u'alid from Sunday, October 21, 2012 10:...
[=]|valid to Saturday, August 17, 2013 10...
I-_']'?.llhin:r-l' wnana v Idemnh rmwv Idemn ~
|
| e —
l Edit Properties... !Copv to File.. !
| Learn more about certificate details
' Coc |
= T
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(s S8 ile) ulel o SIS Next (s 5, Certificate Export Wizard o 2 s Y

Certificate Export Wizard @

Welcome to the Certificate Export
Wizard
This wizard helps you copy certificates, certificate trust

ists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Mext,

..
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<y ;5 Select the format you want to use iz s Export File Format o~ s .f
S ile) oS o SIS NXE (55,5 s 03503 Sl |, Base-64 encoded X.509 (.CER)

.(J-gj

Certificate Export Wizard - u
.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(") DER. encoded binary ¥.509 (,CER)

@ Base-64 encoded ¥, 509 (LCER)
(71 Cryptographic Message Syntax Standard - PKCS £7 Certificates (.P7B)

1 Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ((PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

Learn mare about cerfificate file formats

< Back i Mext = ! Cancel
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Certificate Export Wizard . ﬁ

File to Export ‘

Spedfy the name of the file you want to export

File name:

E:Ywebsite_pem_cert.cer

Browse, .
e
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i il
Certificate Export Wizard ﬁ

Completing the Certificate Export
Wizard

L ‘You have successfully completed the Certificate Export
L wizard.

E You have spedfied the following settings:

|
Export Keys Mo
Indude all certificates in the certification path Mo

File Format Basetd

4 I I

r ————
o )

4 pmles SIS OK (5355 355 o alb (il o b Lds 0355 3830 okasOLis aS 530 iy

Spdy e oblpem o b4 LB Las Olles (g5 )

Certificate Export Wizard ﬁ

The export was successful,

oK
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